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Appendix F: STTR Phase 2 Model Contract  
 
 

SUPPLIES OR SERVICES AND PRICES/COSTS  
 
 
1852.216-78 Firm Fixed Price. (DEC 1988)  
 
The total firm fixed price of this contract is $[Insert the appropriate amount]. 
 
(End of clause) 
 
SUPPLIES AND/OR SERVICES TO BE PROVIDED  
 
The Contractor shall provide all resources (except as may be expressly stated in the contract as furnished by the 
Government) necessary to deliver and/or perform the items below in accordance with the Descrip-
tion/Specifications/Statement of Work incorporated [ insert attachment number and/or section identifier of the 
Spec/SOW]. 
 
[ data item deliverable table] 
 
(End of clause) 
 

DESCRIPTION/SPECIFICATIONS/STATEMENT OF WORK  
 
 
SPECIFICATION/STATEMENT OF WORK  
 
The Contractor shall provide the item or services specified in Section B in accordance with the following:   
 
[ Insert the Title of the Specification and/or Statement of Work]  
 
 (End of text) 
 

INSPECTION AND ACCEPTANCE  
 
 
52.246-7 Inspection of Research and Development -  Fixed-Price. (AUG 1996)  
 
52.246-16 Responsibility for Supplies. (APR 1984)  
 
1852.246-72 Material Inspection and Receiving Report. (AUG 2003)  
 

(a) At the time of each delivery to the Government under this contract, the Contractor shall furnish a Ma-
terial Inspection and Receiving Report (DD Form 250 series) prepared in  [Insert number of copies, 
including original] copies, an original and [ ] copies (Insert number of copies). 
 
(b) The Contractor shall prepare the DD Form 250 in accordance with NASA FAR Supplement 1846.6. 
The Contractor shall enclose the copies of the DD Form 250 in the package or seal them in a waterproof 
envelope, which shall be securely attached to the exterior of the package in the most protected location. 
 
(c) When more than one package is involved in a shipment, the Contractor shall list on the DD Form 250, 
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as additional information, the quantity of packages and the package numbers. The Contractor shall forward 
the DD Form 250 with the lowest numbered package of the shipment and print the words "CONTAINS DD 
FORM 250" on the package. 

 
(End of clause) 
 

DELIVERIES OR PERFORMANCE  
 
 
52.242-15 Stop-Work Order. (AUG 1989)  
 
52.247-34 F.o.b. Destination. (NOV 1991)  
 
PERIOD OF PERFORMANCE  
 
The period of performance of this contract is [ Insert specific dates (i.e. "from___ to ___") or the negotiated period 
in terms of weeks, months, or years (ex: "12 months from the effective date of the contract").] 
 
(End of clause) 
 
DELIVERY AND/OR COMPLETION SCHEDULE  
 
The Contractor shall deliver and/or complete performance of the items required under this contract as follows: 
 
[ Insert a table which details for each item, the item number, description, quantity, unit of measure, and deli-
very/completion date.]  
 
(End of clause) 
 
ADDITIONAL INFORMATION ON REPORTS OF WORK - SBIR/STTR Phase II  
 
(a)  Interim Technical Progress Reports.  (1) At the end of every third month of contract performance (quarterly), the 
Contractor shall submit an interim progress report of all work accomplished.  The report shall be in narrative form, 
be brief, and informal.  This report shall include --  
       (i) A quantitative description of work performed during the period;  
       (ii) An indication of any current problems which may impede performance or impact program schedule or cost, 
and proposed corrective action;  
       (iii) A discussion of the work to be performed during the next reporting period;  
       (iv) Description of any changes to the planned use of subcontractors since contract award; and  
       (v) Estimated percentage of physical completion of the contract.   
This report shall be submitted via the NASA SBIR Electronic Contract Administration Handbook.  Instructions for 
the electronic submission process are available to contractors on the NASA SBIR home page at http://sbir.nasa.gov.  
 
   (2)  Interim Technical Progress Reports are to be submitted within (10) days following the period to be reported, 
except for the Final report which shall be submitted no later than the final day of the contract performance period. 
 
(b)  Final Report, Project Summary Document & Project Summary Chart.  The Contractor shall submit a Final 
Report within twenty four (24) months from the effective date of this contract.  The report shall be in narrative form 
documenting and summarizing the results of the entire contract work.  The following instructions apply to the final 
report and are in addition to the requirements of the "Final Scientific and Technical Reports" clause of this contract. 
     (1)  The Final Report shall include both a single-page project summary as the first page, identifying the purpose 
of the research, a brief description of the research carried out and the research findings or results, and a "Final Phase 
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2 Summary Chart."  The project summaries are to be submitted without restriction for NASA publication. These 
documents should not contain any proprietary data and should be submitted without any restrictive markings. 
Instructions for the electronic submission of the project summary and a sample of the Summary Chart are posted on 
the NASA SBIR Electronic Contract Administration Handbook located in the NASA SBIR/STTR Forms Library. 
   (2)  The project summary and the final summary chart shall be submitted with each copy of the final report and as 
a separate electronic submission via the NASA SBIR Electronic Contract Administration Handbook.   
   (3)  The balance of the report should indicate in detail the project objectives, work carried out, results obtained, 
and assessment of technical feasibility. The potential applications of the project results in Phase III both for NASA 
purposes and for commercial purposes shall also be included. Rights to both interim and final report data (except for 
the project summary) shall be in accordance with clause 52.227-20, Rights in Data -- SBIR Program, of this 
contract. The Contractor shall mark all pages of reports (except the project summary described above) with the 
SBIR Rights Notice set forth in clause 52.227-20. 
 
 (c)  The final report shall also serve as the last interim report. 
 
(d)  Report Documentation Page.  The Contractor shall include a completed Report Documentation Page (Standard 
Form 298) as the final page of the each report submitted in paragraphs (a) and (b) of this clause. 
 
(e)  Reports Distribution.  Reports shall be distributed electronically to the recipients designated below in accor-
dance with instructions posted on the NASA SBIR Home Page at http://sbir.nasa.gov.  In addition to the electronic 
submission of the final report, one paper copy (reproducible) plus one copy of the final report on a Compact Disc 
(CD) shall be sent to the contracting officer's representative (COTR). The paper copy and CD sent to NASA shall be 
marked for the attention of the COTR and addressed in accordance with the shipping instructions provided in the 
Delivery Schedule of this contract. New Technology reporting should be handled in accordance with the New 
Technology Reporting clause of this contract. 
 
                       Interim      Final 
   
Procurement Contract Administrator    1*        1* 
Center SBIR Program Manager      0   1* 
COTR             1*   3** 
NASA Center for Aerospace Information (CASI)  0   2*** 
 
*Electronic copy via NASA's SBIR Electronic Handbook 
**Electronic copy, plus one paper copy (reproducible) plus one CD.  All graphics must be included. 
***One paper copy (reproducible) plus one CD. All graphics must be included.  NOTE:  Only unclassified reports 
shall be submitted to the CASI. 
 
(End of clause) 

CONTRACT ADMINISTRATION DATA  
 
 
1852.227-11 Patent Rights - Retention by the Contractor (Short Form).  
 
1852.227-72 Designation of New Technology Representative and Patent Representative. (JUL 1997)  
 

(a) For purposes of administration of the clause of this contract entitled "New Technology" or  "Patent 
Rights - Retention by the Contractor (Short Form)," whichever is included, the following named repre-
sentatives are hereby designated by the Contracting Officer to administer such clause: 

 
Title 
[  ] 
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Office Code  
[  ] 
Address (including zip code) 
[  ] 
New Technology Representative 
[  ] 
Patent Representative 
[  ] 
 
(b) Reports of reportable items, and disclosure of subject inventions, interim reports, final reports, utiliza-
tion reports, and other reports required by the clause, as well as any correspondence with respect to such 
matters, should be directed to the New Technology Representative unless transmitted in response to corres-
pondence or request from the Patent Representative. Inquires or requests regarding disposition of rights, 
election of rights, or related matters should be directed to the Patent Representative. This clause shall be in-
cluded in any subcontract hereunder requiring a "New Technology" clause or "Patent Rights - Retention by 
the Contractor (Short Form)" clause, unless otherwise authorized or directed by the Contracting Officer. 
The respective responsibilities and authorities of the above-named representatives are set forth in 1827.305-
370 of the NASA FAR Supplement. 

 
(End of clause) 
 
1852.245-70 Contractor Requests for Government-Provided Property. (DEVIATION) (SEP 2007)  
 

(a) The Contractor shall provide all property required for the performance of this contract. The Contractor 
shall not acquire or construct items of property to which the Government will have title under the provi-
sions of this contract without the Contracting Officer's written authorization. Property which will be 
acquired as a deliverable end item as material or as a component for incorporation into a deliverable end 
item is exempt from this requirement.  
 
(b)(1) In the event the Contractor is unable to provide the property necessary for performance, and the Con-
tractor requests provision of property by the Government, the Contractor's request shall-- 
 

(i) Justify the need for the property; 
 
(ii) Provide the reasons why contractor-owned property cannot be used;   
 
(iii) Describe the property in sufficient detail to enable the Government to screen its in-
ventories for available property or to otherwise acquire property, including applicable 
manufacturer, model, part, catalog, National Stock Number or other pertinent identifiers; 
 
(iv) Combine requests for quantities of items with identical descriptions and estimated 
values when the estimated values do not exceed $100,000 per unit; and  
 
(v) Include only a single unit when the acquisition or construction value equals or ex-
ceeds $100,000. 

 
(2) Contracting Officer authorization is required for items the Contractor intends to manufacture 
as well as those it intends to purchase.  
 
(3) The Contractor shall submit requests to the Contracting Officer no less than 30 days in ad-
vance of the date the Contractor would, should it receive authorization, acquire or begin 
fabrication of the item. 
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(c) The Contractor shall maintain copies of Contracting Officer authorizations, appropriately cross-
referenced to the individual property record, within its property management system.  
 
(d)  Property furnished from Government excess sources is provided as-is, where-is. The Government 
makes no warranty regarding its applicability for performance of the contract or its ability to operate. Fail-
ure of property obtained from Government excess  sources under this clause is insufficient reason for 
submission of requests for equitable adjustments discussed in the clause at 52.245-1, Government Property. 

 
(End of clause) 
 
SECTION G CONTRACT SPECIFIC ADDITIONAL CLAUSE ONE  
 
INVOICES 
 
Contractor shall submit one (1) copy of each invoice electronically through the Electronic Handbook; no other 
copies or actions are required.  All invoices submitted by the SBC shall be marked with the contract number and 
invoice number.  Hard copies of reports or invoices are not required.  Failure to comply with requirements stipulated 
herein will delay payment. 
 
Payment of invoices will be based upon acceptance and approval of each deliverable by the COTR and CO.   
Payment may be withheld if the required deliverables have not been properly submitted or accepted by the COTR.  
All reports and invoices shall be submitted by uploading one (1) copy into the Electronic Handbook 
(https://sbir.gsfc.nasa.gov/sbir/contract-admin/).  The only exception to this requirement is that a copy of the New 
Technology Report and/or New Technology Summary Report shall be uploaded into the Electronic Handbook AND 
a copy shall be submitted using the eNTRe reporting system http://invention.nasa.gov/ . 
 
 (End of clause) 
 
SECTION G CONTRACT SPECIFIC ADDITIONAL CLAUSE TWO  
 
PHASE II - E OPTION 
 
On active Phase II awards, NASA may execute the option to fund a limited number of Phase II awardees 
for "Phase II Enhancement" (Phase II-E) to encourage transition of SBIR/STTR projects into NASA 
programs and projects. The objective of the Phase II-E Option is to serve as an incentive to Phase III 
awards through providing cost share extension of the R&D efforts to the current Phase II contract. to meet 
the product/process/software requirements of a NASA program/project or third party investor to 
accelerate and/or enhance the infusion/commercial potential of the Phase II project, moving it into Phase 
III. Under this option, NASA will match with SBIR/STTR funds up to $150,000 of non-SBIR/non-STTR 
investment from a NASA project, NASA contractor, or third party commercial investor to extend an 
eXisting Phase II project for up to 4 months to perform additional research. The total cumulative award for 
the Phase II contract plus the Phase II-E match will not exceed $750,000.00 of SBIR/STTR funding. The 
Non-SBIR contribution is not limited since it is regulated under the guidelines for Phase III award. 
 
(End of clause) 
 

SPECIAL CONTRACT REQUIREMENTS  
 
 
1852.223-72 Safety and Health (Short Form). (APR 2002)  
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1852.223-75 Major Breach of Safety or Security. (FEB 2002)  
 
1852.225-70 Export Licenses. (FEB 2000)  
 

(a) The Contractor shall comply with all U.S. export control laws and regulations, including the Interna-
tional Traffic in Arms  Regulations (ITAR), 22 CFR Parts 120 through 130, and the Export Administration 
Regulations (EAR), 15 CFR Parts 730 through 799, in the performance of this contract. In the absence of 
available license exemptions/exceptions, the Contractor shall be responsible for obtaining the appropriate 
licenses or other approvals, if required, for exports of hardware, technical data, and software, or for the 
provision of technical assistance. 
 
(b) The Contractor shall be responsible for obtaining export licenses, if required, before utilizing foreign 
persons in the performance of this contract, including instances where the work is to be performed on-site 
at [insert name of NASA installation], where the foreign person will have access to export-controlled tech-
nical data or software. 
 
(c) The Contractor shall be responsible for all regulatory record keeping requirements associated with the 
use of licenses and license exemptions/exceptions. 
 
(d) The Contractor shall be responsible for ensuring that the provisions of this clause apply to its subcon-
tractors. 

 
(End of clause) 
 
1852.232-77 Limitation of Funds (Fixed- Price Contract). (MAR 1989)  
 

(a) Of the total price of items [ ] through [ ], the sum of $[ ] is presently available for payment and allotted 
to this contract. It is anticipated that from time to time additional funds will be allocated to the contract in 
accordance with the following  schedule, until the total price of said items is allotted: 

 
SCHEDULE FOR ALLOTMENT OF FUNDS 
Date        Amounts 
[ ]  [ ] 

(b) The Contractor agrees to perform or have performed work on the items specified in  paragraph (a) of 
this clause up to the point at which, if this contract is terminated pursuant to the Termination for Conveni-
ence of the Government clause of this contract, the total amount payable by the Government (including 
amounts payable for subcontracts and settlement costs) pursuant to paragraphs (f) and (g) of that clause 
would, in the exercise of reasonable judgment by the Contractor, approximate the total amount at the time 
allotted to the contract. The Contractor is not obligated to continue performance of the work beyond that 
point. The Government is not obligated in any event to pay or reimburse the Contractor more than the 
amount from time to time allotted to the contract, anything to the contrary in the Termination for Conveni-
ence of the Government clause notwithstanding. 
 
(c) (1) It is contemplated that funds presently allotted to this contract will cover the work to be performed 
until [ ]. 

 
(2) If funds allotted are considered by the Contractor to be inadequate to cover the work to be per-
formed until that date, or an agreed date substituted for it, the Contractor shall notify the 
Contracting Officer in writing when within the next 60 days the work will reach a point at which, 
if the contract is terminated pursuant to the Termination for Convenience of the Government 
clause of this contract, the total amount payable by the Government (including amounts payable 
for subcontracts and settlement costs) pursuant to paragraphs (f) and (g) of that clause will approx-
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imate 75 percent of the total amount then allotted to the contract. 
 
(3) (i) The notice shall state the estimate when the point referred to in paragraph (c) (2) of this 
clause will be reached and the estimated amount of additional funds required to continue perfor-
mance to the date specified in paragraph (c) (1) of this clause, or an agreed date substituted for it. 

 
(ii) The Contractor shall, 60 days in advance of the date specified in paragraph (c) (1) of 
this clause, or an agreed date substituted for it, advise the Contracting Officer in writing 
as to the estimated amount of additional funds required for the timely performance of the 
contract for a further period as may be specified in the contract or otherwise agreed to by 
the parties. 

 
(4) If, after the notification referred to in paragraph (c) (3) (ii) of this clause, additional funds are 
not allotted by the date specified in paragraph (c) (1) of this clause, or an agreed date substituted 
for it, the Contracting Officer shall, upon the  Contractor's written request, terminate this contract 
on that date or on the date set forth in the request, whichever is later, pursuant to the Termination 
for Convenience of the Government clause. 

 
(d) When additional funds are allotted from time to time for continued performance of the work under this 
contract, the parties shall agree on the applicable period of contract performance to be covered by these 
funds. The provisions of paragraphs (b) and  (c) of this clause shall apply to these additional allotted funds 
and the substituted date pertaining to them, and the contract shall be modified accordingly. 
 
(e) If, solely by reason of the Government's failure to allot additional funds in amounts sufficient for the 
timely performance of this contract, the Contractor incurs additional costs or is delayed in the performance 
of the work under this contract, and if additional funds are allotted, an equitable adjustment shall be made 
in the price or prices (including appropriate target, billing, and ceiling prices where applicable) of the items 
to be delivered, or in the time of delivery, or both. 
 
(f) The Government may at any time before termination, and, with the consent of the Contractor, after no-
tice of termination, allot additional funds for this contract. 
 
(g) The provisions of this clause with respect to termination shall in no way be deemed to limit the rights of 
the Government under the default clause of this contract. The provisions of this Limitation of Funds clause 
are limited to the work on and allotment of funds for the items set forth in paragraph (a) of this clause. This 
clause shall become inoperative upon the allotment of funds for the total price of said work except for 
rights and obligations then existing under this clause. 
 
(h) Nothing in this clause shall affect the right of the Government to terminate this contract pursuant to the 
Termination for Convenience of the Government clause of this contract. 

 
(End of clause) 
 
1852.235-71 Key Personnel and Facilities. (MAR 1989)  
 

(a)   The personnel and/or facilities listed below (or specified in the  contract Schedule)  are considered es-
sential to the work being performed under this contract.  Before removing, replacing, or diverting any of 
the listed or specified personnel or facilities, the Contractor shall (1) notify the Contracting Officer reason-
ably in advance and (2) submit justification (including proposed substitutions) in sufficient detail to permit 
evaluation of the impact on this contract. 
 
(b)   The Contractor shall make no diversion without the Contracting Officer's written consent; provided, 
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that the Contracting Officer may ratify in writing the proposed change, and that ratification shall constitute 
the Contracting Officer's consent required by this clause. 
 
(c)   The list of personnel and/or facilities (shown below or as specified in the contract Schedule) may, with 
the consent of the contracting parties, be amended from time to time during the course of the contract to 
add or delete personnel and/or facilities. 

 
[List here the personnel and/or facilities considered essential, unless they are specified in the contract Schedule.] 
 
(End of clause) 
 
1852.235-73 Final Scientific and Technical Reports. (DEC 2006) -- Alternate III (JAN 2005)  
 
1852.235-74 Additional Reports of Work - Research and Development. (FEB 2003)  
 
In addition to the final report required under this contract, the Contractor shall submit the following report(s) to the 
Contracting Officer: 

 
(a) Quarterly progress reports. The Contractor shall submit separate quarterly reports of all work accom-
plished during each three-month period of contract performance. In addition to factual data, these reports 
should include a separate analysis section interpreting the results obtained, recommending further action, 
and relating occurrences to the ultimate objectives of the contract. Sufficient diagrams, sketches, curves, 
photographs, and drawings should be included to convey the intended meaning. 
 
(b) Submission dates. Quarterly reports shall be submitted within 10 days following the period to be re-
ported.  No quarterly report need be submitted for the final three months of contract effort since that period 
will be covered in the final report. The final report shall be submitted within ____days after the completion 
of the effort under the contract.  

 
 

 (End of clause) 
 
1852.244-70 Geographic Participation in the Aerospace Program. (APR 1985)  
 
SECTION 508 COMPLIANCE  
 
(a)  The Workforce Investment Act of 1998 amended section 508 of the Rehabilitation Act of 1973 to require that : 
   (1) When developing, procuring, maintaining or using Electronic and Information Technology (EIT), agencies 
must ensure that employees with disabilities have access to and use of information and data that is comparable to 
that for other employees; and 
  (2)  Members of the public with disabilities seeking information or services from an agency have access to and use 
of information and data that is comparable to that for members of the public without disabilities. 
(b)  Section 508 standards should be taken into consideration in the design of prototypes.  Failure to meet Section 
508 standards will impact the Government's ability to make future purchases of the technology developed under this 
contract.  Information regarding Section 508 standards can be obtained at http://www.access-board.gov/508.htm. 
 
(End of clause) 

CONTRACT CLAUSES  
 
52.202-1 Definitions. (JUL 2004)  
 
52.203-3 Gratuities. (APR 1984)  
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52.203-5 Covenant Against Contingent Fees. (APR 1984)  
 
52.203-6 Restrictions on Subcontractor Sales to the Government. (SEP 2006)  
 
52.203-7 Anti-Kickback Procedures. (JUL 1995)  
 
52.203-8 Cancellation, Rescission, and Recovery of Funds for Illegal or Improper Activity. (JAN 1997)  
 
52.203-10 Price or Fee Adjustment for Illegal or Improper Activity. (JAN 1997)  
 
52.203-12 Limitation on Payments to Influence Certain Federal Transactions. (SEP 2007)  
 
52.204-4 Printed or Copied Double-Sided on Recycled Paper. (AUG 2000)  
 
52.204-7 Central Contractor Registration. (APR 2008)  
 
52.209-6 Protecting the Government's Interest When Subcontracting with Contractors Debarred, Suspended, 
or Proposed for Debarment. (SEP 2006)  
 
52.211-5 Material Requirements. (AUG 2000)  
 
52.215-2 Audit and Records - Negotiation. (JUN 1999)  
 
52.215-8 Order of Precedence - Uniform Contract Format. (OCT 1997)  
 
52.215-17 Waiver of Facilities Capital Cost of Money. (OCT 1997)  
 
52.217-2 Cancellation Under Multi-year Contracts. (OCT 1997)  
 
52.217-9 Option to Extend the Term of the Contract. (MAR 2000)  
 

(a) The Government may extend the term of this contract by written notice to the Contractor within [insert 
the period of time within which the Contracting Officer may exercise the option]; provided that the Gov-
ernment gives the Contractor a preliminary written notice of its intent to extend at least [ ]days (60 days 
unless a different number of days is inserted)  before the contract expires. The preliminary notice does not 
commit the Government to an extension. 
 
(b) If the Government exercises this option, the extended contract shall be considered to include this option 
clause. 
 
(c) The total duration of this contract, including the exercise of any options under this clause, shall not ex-
ceed [ ](months)(years). 

 
(End of clause) 
 
52.219-6 Notice of Total Small Business Set-Aside. (JUN 2003)  
 
52.219-8 Utilization of Small Business Concerns. (MAY 2004)  
 
52.219-28 Post-Award Small Business Program Rerepresentation. (APR 2009)  
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(a) Definitions. As used in this clause - 
 
Long-term contract means a contract of more than five years in duration, including options. However, the 
term does not include contracts that exceed five years in duration because the period of performance has 
been extended for a cumulative period not to exceed six months under the clause at 52.217-8, Option to Ex-
tend Services, or other appropriate authority. 
 
Small business concern means a concern, including its affiliates, that is independently owned and operated, 
not dominant in the field of operation in  which it is bidding on Government contracts, and qualified as a 
small business under the criteria in 13 CFR part 121 and the size standard in paragraph (c) of this clause. 
 
(b) If the Contractor represented that it was a small business concern prior to award of this contract, the 
Contractor shall rerepresent its size status according to paragraph (e) of this clause or, if applicable, para-
graph (g) of this clause, upon the occurrence of any of the following: 
 

(1) Within 30 days after execution of a novation  agreement or within 30 days after modification 
of the contract to include this clause, if the novation agreement was executed prior to inclusion of 
this clause in the contract. 
 
(2) Within 30 days after a merger or acquisition that does not require a novation or within 30 days 
after modification of the contract to include this clause, if the merger or acquisition occurred prior 
to inclusion of this clause in the contract. 
 
(3) For long-term contracts - 

 
(i) Within 60 to 120 days prior to the end of the fifth year of the contract; and 
 
(ii) Within 60 to 120 days prior to the exercise date specified in the contract for any op-
tion thereafter. 
 

(c) The Contractor shall rerepresent its size status in accordance with the size standard in effect at the time 
of this rerepresentation that corresponds to the North American Industry Classification System (NAICS) 
code assigned to this contract. The small business size standard corresponding to this NAICS code can be 
found at http://www.sba.gov/ services/contractingopportunities/ sizestandardstopics/. 
 
(d) The small business size standard for a Contractor providing a product which it does not manufacture it-
self, for a contract other than a construction or service contract, is 500 employees. 
 
(e) Except as provided in paragraph (g) of this clause, the Contractor shall make the rerepresentation re-
quired by paragraph (b) of this clause by validating or updating all its representations in the Online 
Representations and Certifications Application and its data in the Central Contractor Registration, as neces-
sary, to ensure they reflect current status. The Contractor shall notify the contracting office by e-mail, or 
otherwise in writing, that the data have been validated or updated, and provide the date of the validation or 
update. 
 
(f) If the Contractor represented that it was other than a small business concern prior to award of this con-
tract, the Contractor may, but is not required to, take the actions required by paragraphs (e) or (g) of this 
clause. 
 
(g) If the Contractor does  not have representations and certifications in ORCA, or does not have a repre-
sentation in ORCA for the NAICS code applicable to this contract, the Contractor is required to complete 
the following rerepresentation and submit it to the contracting office, along with the contract number and 
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the date on which the rerepresentation was completed: 
 
The Contractor represents that it ___ is, ___ is not a small business concern under NAICS Code _____ as-
signed to contract number _____. (Contractor to sign and date and insert authorized signer's name and 
title). 

 
(End of clause) 
 
52.222-3 Convict Labor. (JUN 2003)  
 
52.222-19 Child Labor - Cooperation with Authorities and Remedies. (FEB 2008)  
 
52.222-20 Walsh-Healey Public Contracts Act. (DEC 1996)  
 
52.222-21 Prohibition of Segregated Facilities. (FEB 1999)  
 
52.222-26 Equal Opportunity. (MAR 2007)  
 
52.222-35 Equal Opportunity for Special Disabled Veterans, Veterans of the Vietnam Era, and Other Eligible 
Veterans. (SEP 2006)  
 
52.222-36 Affirmative Action for Workers with Disabilities. (JUN 1998)  
 
52.222-37 Employment Reports on Special Disabled Veterans, Veterans of the Vietnam Era, and Other 
Eligible Veterans. (SEP 2006)  
 
52.222-50 Combating Trafficking in Persons.  (FEB 2009)  
 
52.223-3 Hazardous Material Identification and Material Safety Data. (JAN 1997) - Alternate I (JUL 1995)  
 
52.223-5 Pollution Prevention and Right-to-Know Information. (AUG 2003)  
 
52.223-6 Drug-Free Workplace. (MAY 2001)  
 
52.223-14 Toxic Chemical Release Reporting. (AUG 2003)  
 
52.223-15 Energy Efficiency in Energy-Consuming Products. (DEC 2007)  
 
52.225-1 Buy American Act - Supplies. (FEB 2009)  
 
52.225-13 Restrictions on Certain Foreign Purchases. (JUN 2008)  
 
52.227-1 Authorization and Consent. (DEC 2007) -- Alternate I (APR 1984)  
 
52.227-2 Notice and Assistance Regarding Patent and Copyright Infringement. (DEC 2007)  
 
52.227-11 Patent Rights--Ownership by the Contractor. (DEC 2007)  
 

(a) As used in this clause-- 
 
"Invention" means any invention or discovery that is or may be patentable or otherwise protectable under 
title 35 of the U.S. Code, or any variety of plant that is or may be protectable under the Plant Variety Pro-
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tection Act (7 U.S.C. 2321, et seq.)  
 
"Made" means-- 
 

(1) When used in relation to any invention other than a plant variety, the conception or first actual 
reduction to practice of the invention; or 
 
(2) When used in relation to a plant variety, that the Contractor has at least tentatively determined 
that the variety has been reproduced with recognized characteristics. 

 
"Nonprofit organization" means a university or other institution of higher education or an organization of 
the type described in section 501(c)(3) of the Internal Revenue Code of 1954 (26 U.S.C. 501(c)) and ex-
empt from taxation under section 501(a) of the  Internal Revenue Code (26 U.S.C. 501(a)), or any nonprofit 
scientific or educational organization qualified under a State nonprofit organization statute. 
 
"Practical application" means to manufacture, in the case of a composition of product; to practice, in the 
case of a process or method; or to operate, in the case of a machine or system; and, in each case, under such 
conditions as to establish that the invention is being utilized and that its benefits are, to the extent permitted 
by law or Government regulations, available to the public on reasonable terms. 
 
"Subject invention" means any invention of the Contractor made in the performance of work under this 
contract. 
 
(b) Contractor's rights. (1) Ownership. The Contractor may retain ownership of each subject invention 
throughout the world in accordance with the provisions of this clause. 
 

(2) License. (i) The Contractor shall retain a nonexclusive royalty-free license throughout the 
world in each subject invention to which the Government obtains title, unless the Contractor fails 
to disclose the invention within the times specified in paragraph (c) of this clause. The Contrac-
tor's license extends to any domestic subsidiaries and affiliates within the corporate structure of 
which the Contractor is a part, and includes the right to grant sublicenses to the extent the Contrac-
tor was legally obligated to do so at contract award. The license is transferable only with the 
written approval of the agency, except when transferred to the successor of that part of the Con-
tractor's business to which the invention pertains. 
 

(ii) The  Contractor's license may be revoked or modified by the agency to the extent ne-
cessary to achieve expeditious practical application of the subject invention in a particular 
country in accordance with the procedures in FAR 27.302(i)(2) and 27.304-1(f).  

 
(c) Contractor's obligations. (1) The Contractor shall disclose in writing each subject invention to the Con-
tracting Officer within 2 months after the inventor discloses it in writing to Contractor personnel 
responsible for patent matters. The disclosure shall identify the inventor(s) and this contract under which 
the subject invention was made. It shall be sufficiently complete in technical detail to convey a clear under-
standing of the subject invention. The disclosure shall also identify any publication, on  sale (i.e., sale or 
offer for sale), or public use of the subject invention, or whether a manuscript describing the subject inven-
tion has been submitted for publication and, if so, whether it has been accepted for publication. In addition, 
after disclosure to the agency, the Contractor shall promptly notify the Contracting Officer of the accep-
tance of any manuscript describing the subject invention for publication and any on sale or public use. 
 

(2) The Contractor shall elect in writing whether or not to retain ownership of any subject inven-
tion by notifying the Contracting Officer within 2 years of disclosure to the agency. However, in 
any case where publication, on sale, or public use has initiated the 1-year statutory period during 
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which valid patent protection can be obtained in the United States, the period for election of title 
may be shortened by the agency to a date that is no more than 60 days prior to the end of the statu-
tory period.  
 
(3) The Contractor shall file either a provisional or a nonprovisional patent application or a Plant 
Variety Protection Application on an elected subject invention within 1 year after election. How-
ever, in any case where a publication, on sale, or public use has initiated the 1-year statutory 
period during which valid patent protection can be obtained in the United States, the Contractor 
shall file the application prior to the end of that statutory period. If the Contractor files a provi-
sional application, it shall file a nonprovisional application within 10 months of the filing of the 
provisional application. The Contractor shall file patent applications in additional countries or in-
ternational patent offices within either 10 months of the first filed patent application (whether 
provisional or nonprovisional) or 6 months from the date permission is granted by the Commis-
sioner of Patents to file foreign patent applications where such filing has been prohibited by a 
Secrecy Order. 
 
(4) The Contractor may request extensions of time for disclosure, election, or filing under para-
graphs (c)(1), (c)(2), and (c)(3) of this clause. 

 
(d) Government's rights--(1) Ownership. The Contractor shall assign to the agency, on written request, title 
to any subject invention-- 
 

(i) If the Contractor fails to disclose or elect ownership to the subject invention within the 
times specified in paragraph (c) of this clause, or elects not to retain ownership; provided, 
that the agency may request title only within 60 days after learning of the Contractor's 
failure to disclose or elect within the specified times. 

 
(ii) In those countries in which the Contractor fails to file patent applications within the times spe-
cified in paragraph (c) of this clause; provided, however, that if the Contractor has filed a patent 
application in a country after the times specified in paragraph (c) of this clause, but prior to its re-
ceipt of the written request of the agency, the Contractor shall continue to retain ownership in that 
country. 
 
(iii) In any country in which the Contractor decides not to continue the prosecution of any applica-
tion for, to pay the maintenance fees on, or defend in reexamination or opposition proceeding on, a 
patent on a subject invention. 
 
(2) License. If the Contractor retains ownership of any subject invention, the Government shall 
have a nonexclusive, nontransferable, irrevocable, paid-up license to practice, or have practiced 
for or on its behalf, the subject invention throughout the world. 

 
(e) Contractor action to protect the Government's interest. (1) The Contractor shall execute or have ex-
ecuted and promptly deliver to the agency all instruments necessary to-- 

 
(i) Establish or confirm the rights the Government has throughout the world in those sub-
ject inventions in which the Contractor elects to retain ownership; and 
 
(ii) Assign title to the agency when requested under paragraph (d) of this clause and to 
enable the Government to obtain patent protection and plant variety protection for that 
subject invention in any country. 

 
(2) The Contractor shall require, by written agreement, its employees, other than clerical and non-
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technical employees, to disclose promptly in writing to personnel identified as responsible for the 
administration of patent matters and in the Contractor's format, each subject invention in order that 
the Contractor can comply with the disclosure provisions of paragraph (c) of this clause, and to 
execute all papers necessary to file patent applications on subject inventions and to establish the 
Government's rights in the subject inventions. The disclosure format should require, as a mini-
mum, the information required by paragraph (c)(1) of this clause. The Contractor shall instruct 
such employees, through employee agreements or other suitable educational programs, as to the 
importance of reporting inventions in sufficient time to permit the filing of patent applications 
prior to U.S. or foreign statutory bars. 
 
(3) The Contractor shall notify the Contracting Officer of any decisions not to file a nonprovision-
al patent application, continue the prosecution of a patent application, pay maintenance fees, or 
defend in a reexamination or opposition proceeding on a patent, in any country, not less than 30 
days before the expiration of the response or filing period required by the relevant patent office. 
 
(4) The Contractor shall include, within the specification of any United States nonprovisional pa-
tent or plant variety protection application and any patent or plant variety protection certificate 
issuing thereon covering a subject invention, the following statement, "This invention was made 
with Government support under (identify the contract) awarded by (identify the agency). The 
Government has certain rights in the invention." 

 
(f) Reporting on utilization of subject inventions. The Contractor shall submit, on request, periodic reports 
no more frequently than annually on the utilization of a subject invention or on efforts at obtaining utiliza-
tion of the subject invention that are being made by the Contractor or its licensees or assignees. The reports 
shall include information regarding the status of development, date of first commercial sale or use, gross 
royalties received by the Contractor, and other data and information as the agency may reasonably specify. 
The Contractor also shall provide additional reports as may be  requested by the agency in connection with 
any march-in proceeding undertaken by the agency in accordance with paragraph (h) of this clause. The 
Contractor also shall mark any utilization report as confidential/proprietary to help prevent inadvertent re-
lease outside the Government. As required by 35 U.S.C. 202(c)(5), the agency will not disclose that 
information to persons outside the Government without the Contractor's permission. 
 
(g) Preference for United States industry. Notwithstanding any other provision of this clause, neither the 
Contractor nor any assignee shall grant to any person the exclusive right to use or sell any subject invention 
in the United States unless the person agrees that any products embodying the subject invention or pro-
duced through the use of the subject invention will be manufactured substantially in the United States. 
However, in individual cases, the requirement for an agreement may be waived by the agency upon a show-
ing by the Contractor or its assignee that reasonable but unsuccessful efforts have been made to grant 
licenses on similar terms to potential licensees that would be likely to manufacture substantially in the 
United States, or that under the circumstances domestic manufacture is not commercially feasible. 
 
(h) March-in rights. The Contractor acknowledges that, with respect to any subject invention in which it 
has retained ownership, the agency has the right to require licensing pursuant to 35 U.S.C. 203 and 210(c), 
and in accordance with the procedures in 37 CFR 401.6 and any supplemental regulations of the agency in 
effect on the date of contract award. 
 
(i) Special provisions for contracts with nonprofit organizations. If the Contractor is a nonprofit organiza-
tion, it shall-- 
 

(1) Not assign rights to a subject invention in the United States without the written approval of the 
agency, except where an assignment is made to an organization that has as one of its primary func-
tions the management of inventions, provided, that the assignee shall be subject to the same 
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provisions as the Contractor; 
 
(2) Share royalties collected on a subject invention with the inventor, including Federal employee 
co-inventors (but through their agency if the agency deems it appropriate) when the subject inven-
tion is assigned in accordance with 35 U.S.C. 202(e) and 37  CFR 401.10; 
 
(3) Use the balance of any royalties or income earned by the Contractor with respect to subject in-
ventions, after payment of expenses (including payments to inventors) incidental to the 
administration of subject inventions for the support of scientific research or education; and 
 
(4) Make efforts that are reasonable under the circumstances to attract licensees of subject inven-
tions that are small business concerns, and give a preference to a small business concern when 
licensing a subject invention if the Contractor determines that the small business concern has a 
plan or proposal for marketing the invention which, if executed, is equally as likely to bring the 
invention to practical application as any plans or proposals from applicants that are not small busi-
ness concerns; provided, that the Contractor is also satisfied that the small business concern has 
the capability and resources to carry out its plan or proposal. The decision whether to give a prefe-
rence in any specific case will be at the discretion of the Contractor. 
 
(5) Allow the Secretary of Commerce to review the Contractor's licensing program and decisions 
regarding small business applicants, and negotiate changes to its licensing policies, procedures, or 
practices with the Secretary of Commerce when the Secretary's review discloses that the Contrac-
tor could take reasonable steps to more effectively implement the requirements of paragraph (i)(4) 
of this clause. 

 
(j) Communications. [Complete according to agency instructions.] 
 
(k) Subcontracts. (1) The Contractor shall include the substance of this clause, including this paragraph (k), 
in all subcontracts for experimental, developmental, or research work to be performed by a small business 
concern or nonprofit organization.  
 

(2) The Contractor shall include in all other subcontracts for experimental, developmental, or re-
search work the substance of the patent rights clause required by FAR Subpart 27.3. 
 
(3) At all tiers, the patent rights clause must be modified to identify the parties as follows: refer-
ences to the Government are not changed, and the subcontractor has all rights and obligations of 
the Contractor in the clause. The Contractor shall not, as part of the consideration for awarding the 
subcontract, obtain rights in the subcontractor's subject inventions.  
 
(4) In subcontracts, at any tier, the agency, the subcontractor, and the Contractor agree that the 
mutual obligations of the parties created by this clause constitute a contract between the subcon-
tractor and the agency with respect to the matters covered by the clause; provided, however, that 
nothing in this paragraph is intended to confer any jurisdiction under the Contract Disputes Act in 
connection with proceedings under paragraph (h) of this clause. 

 
(End of clause) 
 
52.227-16 Additional Data Requirements. (JUN 1987)  
 
52.227-20 Rights in Data--SBIR Program. (DEC 2007)  
 
52.229-3 Federal, State, and Local Taxes. (APR 2003)  
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52.232-2 Payments under Fixed-Price Research and Development Contracts. (APR 1984)  
 
52.232-8 Discounts for Prompt Payment. (FEB 2002)  
 
52.232-11 Extras. (APR 1984)  
 
52.232-17 Interest.  (OCT 2008)  
 
52.232-23 Assignment of Claims. (JAN 1986)  
 
52.232-25 Prompt payment. (OCT 2008)  
 
52.232-34 Payment by Electronic Funds Transfer - Other than Central Contractor Registration. (MAY 1999)  
 

(a) Method of payment. (1) All payments by the Government under this contract shall be made by electron-
ic funds transfer (EFT) except as provided in paragraph (a)(2) of this clause. As used in this clause, the 
term EFT  refers to the funds transfer and may also include the payment information transfer. 

 
(2) In the event the Government is unable to release one or more payments by EFT, the Contractor 
agrees to either -  

 
(i) Accept payment by check or some other mutually agreeable method of payment; or 
 
(ii) Request the Government to extend payment due dates until such time as the Govern-
ment makes payment by EFT (but see paragraph (d) of this clause). 

 
(b) Mandatory submission of Contractor's EFT information. (1) The Contractor is required to provide the 
Government with the information required to make payment by EFT (see paragraph (j) of this clause). The 
Contractor shall provide this information directly to the office designated in this contract to receive that in-
formation (hereafter: designated office) by [the Contracting Officer shall insert date, days after award, 
days before first request, the date specified for receipt of offers if the provision at 52.232-38 is utilized, or 
concurrent with first request  as prescribed by the head of the agency; if not prescribed, insert no later than 
15 days prior to submission of the first request for payment]. If not otherwise specified in this contract, the 
payment office is the designated office for receipt of the Contractor's EFT information. If more than one 
designated office is named for the contract, the Contractor shall provide a separate notice to each office. In 
the event that the EFT information changes, the Contractor shall be responsible for providing the updated 
information to the designated office(s). 

 
(2) If the Contractor provides EFT information applicable to multiple contracts, the Contractor 
shall specifically state the applicability of this EFT information in terms acceptable to the desig-
nated office. However, EFT information supplied to a designated office shall be applicable only to 
contracts that identify that designated office as the office to receive EFT information for that con-
tract. 

 
(c) Mechanisms for EFT payment. The Government may make payment by EFT through either the Auto-
mated Clearing House (ACH) network, subject to the rules of the National Automated Clearing House 
Association, or the Fedwire Transfer System. The rules governing Federal payments through the ACH are 
contained in 31 CFR part 210. 
 
(d) Suspension of payment. (1) The Government is not required to make any payment under this contract 
until after receipt, by the designated office, of the correct EFT payment information from the Contractor. 
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Until receipt of the correct EFT information, any invoice or contract financing request shall be deemed not 
to be a proper invoice for the purpose of prompt payment under this contract. The prompt payment terms of 
the contract regarding notice of an improper invoice and delays in accrual of interest penalties apply. 

 
(2) If the EFT information changes after submission of correct EFT information, the Government 
shall begin using the changed EFT information no later than 30 days after its receipt by the desig-
nated office to the extent payment is made by EFT. However, the Contractor may request that no 
further payments be made until the updated  EFT information is implemented by the payment of-
fice. If such suspension would result in a late payment under the prompt payment terms of this 
contract, the Contractor's request for suspension shall extend the due date for payment by the 
number of days of the suspension. 

 
(e) Liability for uncompleted or erroneous transfers. (1) If an uncompleted or erroneous transfer occurs be-
cause the Government used the Contractor's EFT information incorrectly, the Government remains 
responsible for -  

 
(i) Making a correct payment; 
 
(ii) Paying any prompt payment penalty due; and 
 
(iii) Recovering any erroneously directed funds. 

 
(2) If an uncompleted or erroneous transfer occurs because the Contractor's EFT information was 
incorrect, or was revised within 30 days of Government release of the EFT payment transaction 
instruction to the Federal Reserve System, and -  

 
(i) If the funds are no longer under the control of the payment office, the Government is 
deemed to have made payment and the Contractor is responsible for recovery of any er-
roneously directed funds; or 
 
(ii) If the funds remain under the control of the payment office, the Government shall not 
make payment and the provisions of paragraph (d) shall apply. 

 
(f) EFT and prompt payment. A payment shall be deemed to have been made in a timely manner in accor-
dance with the prompt payment terms of this contract if, in the EFT payment transaction instruction 
released to the Federal Reserve System, the date specified for settlement of the payment is on or before the 
prompt payment due date, provided the specified payment date is a valid date under the rules of the Federal 
Reserve System. 
 
(g) EFT and assignment of claims. If the Contractor assigns the proceeds of this contract as provided for in 
the assignment of claims terms of this contract, the Contractor shall require as a condition of any such as-
signment, that the assignee shall provide the EFT information required by paragraph (j) of this clause to the 
designated office, and shall be paid by EFT in accordance with the terms of this clause. In all respects, the 
requirements of this clause shall apply to the assignee as if it were the Contractor. EFT information that 
shows the ultimate recipient of the transfer to be other than the Contractor, in the absence of a proper as-
signment of claims acceptable to the Government, is incorrect EFT information within the meaning of 
paragraph (d) of this clause. 
 
(h) Liability for change of EFT information by financial agent. The Government is not liable for errors re-
sulting from changes to EFT information provided by the Contractor's financial agent. 

 
(i) Payment information. The payment or disbursing office shall forward to the Contrac-
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tor available payment information that is suitable for transmission as of the date of 
lease of the EFT instruction to the Federal Reserve System. The Government may request 
the Contractor to  designate a desired format and method(s) for delivery of payment in-
formation from a list of formats and methods the payment office is capable of executing. 
However, the Government does not guarantee that any particular format or method of de-
livery is available at any particular payment office and retains the latitude to use the 
format and delivery method most convenient to the Government. If the Government 
makes payment by check in accordance with paragraph (a) of this clause, the Government 
shall mail the payment information to the remittance address in the contract. 

 
(j) EFT information. The Contractor shall provide the following information to the designated office. The 
Contractor may supply this data for this or multiple contracts (see paragraph (b) of this clause). The Con-
tractor shall designate a single financial agent per contract capable of receiving and processing the EFT 
information using the EFT methods described in paragraph (c) of this clause. 

 
(1) The contract number (or other procurement identification number). 
 
(2) The Contractor's name and remittance address, as stated in the contract(s). 
 
(3) The signature (manual or electronic, as appropriate), title, and telephone number of the Con-
tractor official authorized to provide this information. 
 
(4) The name, address, and 9-digit Routing Transit Number of the Contractor's financial agent. 
 
(5) The Contractor's account number and the type of account (checking, saving, or lockbox). 
 
(6) If applicable, the Fedwire Transfer System telegraphic abbreviation of the Contractor's finan-
cial agent. 
 
(7) If applicable, the Contractor shall also provide the name, address, telegraphic abbreviation, and 
9-digit Routing Transit Number of the correspondent financial institution receiving the wire trans-
fer payment if the Contractor's financial agent is not directly on-line to the Fedwire Transfer 
System; and, therefore, not the receiver of the wire transfer payment. 

 
(End of clause) 
 
52.233-1 Disputes. (JUL 2002)  
 
52.233-3 Protest after Award. (AUG 1996)  
 
52.233-4 Applicable Law for Breach of Contract Claim. (OCT 2004)  
 
52.242-13 Bankruptcy. (JUL 1995)  
 
52.243-1 Changes - Fixed-Price. (AUG 1987) - Alternate V (APR 1984)  
 
52.244-6 Subcontracts for Commercial Items. (MAR 2009)  
 
52.245-1 Government Property.  (JUN 2007)  
 
52.245-9 Use and Charges. (JUN 2007)  
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52.246-23 Limitation of Liability. (FEB 1997)  
 
52.246-25 Limitation of Liability - Services. (FEB 1997)  
 
52.247-64 Preference for Privately Owned U.S.-Flag Commercial Vessels. (FEB 2006)  
 
52.249-2 Termination for Convenience of the Government (Fixed-Price). (MAY 2004)  
 
52.249-9 Default (Fixed-Price Research and Development). (APR 1984)  
 
52.252-2 Clauses Incorporated by Reference. (FEB 1998)  
 
This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may 
be accessed electronically at this/these address(es): Federal Acquisition Regulation (FAR) clauses: 
 
http://www.acqnet.gov/far/ 
 
NASA FAR Supplement (NFS) clauses: 
 
http://www.hq.nasa.gov/office/procurement/regs/nfstoc.htm 
 
 
(End of clause) 
 
52.252-6 Authorized Deviations in Clauses. (APR 1984)  
 

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause 
with an authorized deviation is indicated by the addition of (DEVIATION)  after the date of the clause. 
 
(b) The use in this solicitation or contract of any NASA FAR Supplement (48 CFR 18) clause with an au-
thorized deviation is indicated by the addition of (DEVIATION) after the name of the regulation. 

 
(End of clause) 
 
52.253-1 Computer Generated Forms. (JAN 1991)  
 
1852.204-76 Security Requirements for Unclassified Information Technology Resources. (MAY 2007)  
 

(a) The Contractor shall be responsible for information and information technology (IT) security when - 
 
(1) The Contractor or its subcontractors must obtain physical or electronic (i.e., authentication lev-
el 2 and above as defined in National Institute of Standards and Technology (NIST) Special 
Publication (SP) 800-63, Electronic Authentication Guideline) access to NASA's computer sys-
tems, networks, or IT infrastructure; or 
 
(2) Information categorized as low, moderate, or high by the Federal Information Processing Stan-
dards (FIPS) 199, Standards for Security Categorization of Federal Information and Information 
Systems is stored, generated, processed, or exchanged by NASA or  on behalf of NASA by a con-
tractor or subcontractor, regardless of whether the information resides on a NASA or a 
contractor/subcontractor's information system. 
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(b) IT Security Requirements. 
 
(1) Within 30 days after contract award, a Contractor shall submit to the Contracting Officer for 
NASA approval an IT Security Plan, Risk Assessment, and FIPS 199, Standards for Security Ca-
tegorization of Federal Information and Information Systems, Assessment.  These plans and 
assessments, including annual updates shall be incorporated into the contract as compliance doc-
uments. 

 
(i) The IT system security plan shall be prepared consistent, in form and content, with 
NIST SP 800-18, Guide for Developing Security Plans for Federal Information Systems, 
and any additions/augmentations described in NASA Procedural Requirements (NPR) 
2810, Security of Information Technology. The security plan shall identify and document 
appropriate IT security controls consistent with the sensitivity of the information and the 
requirements of Federal Information Processing Standards (FIPS) 200, Recommended 
Security Controls for Federal Information Systems.  The plan shall be reviewed and up-
dated in accordance with NIST SP 800-26, Security Self-Assessment Guide  for 
Information Technology Systems, and FIPS 200, on a yearly basis. 
 
(ii) The risk assessment shall be prepared consistent, in form and content, with NIST SP 
800-30, Risk Management Guide for Information Technology Systems, and any addi-
tions/augmentations described in NPR 2810. The risk assessment shall be updated on a 
yearly basis. 
 
(iii) The FIPS 199 assessment shall identify all information types as well as the "high wa-
ter mark," as defined in FIPS 199, of the processed, stored, or transmitted information 
necessary to fulfill the contractual requirements. 

 
(2) The Contractor shall produce contingency plans consistent, in form and content, with NIST SP 
800-34, Contingency Planning Guide for Information Technology Systems, and any addi-
tions/augmentations described in NPR 2810. The Contractor shall perform yearly "Classroom 
Exercises." "Functional Exercises," shall be coordinated with the Center CIOs and be conducted 
once every three years, with the first conducted within the first two years of contract award. These 
exercises are defined and described in NIST SP 800-34. 
 
(3) The Contractor shall ensure coordination of its incident response team with the NASA Incident 
Response Center (NASIRC) and the NASA Security Operations Center, ensuring that incidents 
are reported consistent with NIST SP 800-61, Computer Security Incident Reporting Guide, and 
the United States Computer Emergency Readiness Team's (US-CERT) Concept of Operations for 
reporting security incidents. Specifically, any confirmed incident of a system containing NASA 
data or controlling NASA assets shall be reported to NASIRC within one hour that results in unau-
thorized access, loss or modification of NASA data, or denial of service affecting the availability 
of NASA data. 
 
(4) The Contractor shall ensure that its employees, in performance of the contract, receive annual 
IT security training in NASA IT Security policies, procedures, computer ethics, and best practices 
in accordance with NPR 2810 requirements. The Contractor may use web-based training available 
from NASA to meet this requirement. 
 
(5) The Contractor shall provide NASA, including the NASA Office of Inspector General, access 
to the Contractor's and subcontractors' facilities, installations, operations, documentation, databas-
es, and personnel used in performance of the contract. Access shall be provided to the extent 
required to carry out IT security inspection, investigation, and/or audits to safeguard against 
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threats and hazards to the integrity, availability, and confidentiality of NASA information or to the 
function of computer systems operated on behalf of NASA, and to preserve evidence of computer 
crime. To facilitate mandatory reviews, the Contractor shall ensure appropriate compartmentaliza-
tion of NASA information, stored and/or processed, either by information systems in direct 
support of the contract or that are incidental to the contract. 
 
(6) The Contractor shall ensure that system administrators who perform tasks that have a material 
impact on IT security and operations demonstrate knowledge appropriate to those tasks. Know-
ledge is demonstrated through the NASA System Administrator Security Certification Program. A 
system administrator is one who provides IT services (including network services, file storage, 
and/or web services) to someone other than themselves and takes or assumes the responsibility for 
the security and administrative controls of that service. Within 30 days after contract award, the 
Contractor shall provide to the Contracting Officer a list of all system administrator positions and 
personnel filling those positions, along with a schedule that ensures certification of all personnel 
within 90 days after contract award. Additionally, the Contractor should report all personnel 
changes which impact system administrator positions within 5 days of the personnel change and 
ensure these individuals obtain System Administrator certification within 90 days after the change. 
 
(7) The Contractor shall ensure that NASA's Sensitive But Unclassified (SBU) information as de-
fined in NPR 1600.1, NASA Security Program Procedural Requirements, which includes privacy 
information, is encrypted in storage and transmission. 
 
(8) When the Contractor is located at a NASA Center or installation or is using NASA IP address 
space, the Contractor shall - 

 
(i) Submit requests for non-NASA provided external Internet connections to the Con-
tracting Officer for approval by the Network Security Configuration Control Board 
(NSCCB); 
 
(ii) Comply with the NASA CIO metrics including patch management, operating systems 
and application configuration guidelines, vulnerability scanning, incident reporting, sys-
tem administrator certification, and security training; and  
 
(iii) Utilize the NASA Public Key Infrastructure (PKI) for all encrypted communication 
or non-repudiation requirements within NASA when secure email capability is required. 

 
(c) Physical and Logical Access Requirements. 

 
(1) Contractor personnel requiring access to IT systems operated by the Contractor for NASA or 
interconnected to a NASA network shall be screened at an appropriate level in accordance with 
NPR 2810 and Chapter 4, NPR 1600.1, NASA Security Program Procedural Requirements. 
NASA shall provide screening, appropriate to the highest risk level, of the IT systems and infor-
mation accessed, using, as a minimum, National Agency Check with Inquiries (NACI). The 
Contractor shall submit the required forms to the NASA Center Chief of Security (CCS) within 
fourteen (14) days after contract award or assignment of an individual to a position requiring 
screening. The forms may be obtained from the CCS. At the option of NASA, interim access may 
be granted pending completion of the required investigation and final access determination. For 
Contractors who will reside on a NASA Center or installation, the security screening required for 
all required access (e.g., installation, facility, IT, information, etc.) is consolidated to ensure only 
one investigation is conducted based on the highest risk level. Contractors not residing on a NASA 
installation will be screened based on their IT access risk level determination only. See NPR 
1600.1, Chapter 4. 
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(2) Guidance for selecting the appropriate level of screening is based on the risk of adverse impact 
to NASA missions. NASA defines three levels of risk for which screening is required (IT-1 has 
the highest level of risk). 

 
(i) IT-1 - Individuals having privileged access or limited privileged access to systems 
whose misuse can cause very serious adverse impact to NASA missions. These systems 
include, for example,  those that can transmit commands directly modifying the behavior 
of spacecraft, satellites or aircraft. 
 
(ii) IT-2 - Individuals having privileged access or limited privileged access to systems 
whose misuse can cause serious adverse impact to NASA missions. These systems in-
clude, for example, those that can transmit commands directly modifying the behavior of 
payloads on spacecraft, satellites or aircraft; and those that contain the primary copy of 
"level 1" information whose cost to replace exceeds one million dollars. 
 
(iii) IT-3 - Individuals having privileged access or limited privileged access to systems 
whose misuse can cause significant adverse impact to NASA missions. These systems in-
clude, for example, those that interconnect with a NASA network in a way that exceeds 
access by the general public, such as bypassing firewalls; and systems operated by the 
Contractor for NASA whose function or information has substantial cost to replace, even 
if these systems are not interconnected with a NASA network. 

 
(3) Screening for individuals shall employ forms appropriate for the level of risk as established in 
Chapter 4, NPR 1600.1. 
 
(4) The Contractor may conduct its own screening of individuals requiring privileged access or 
limited privileged access provided the Contractor can demonstrate to the Contracting Officer that 
the procedures used by the Contractor are equivalent to NASA's  personnel screening procedures 
for the risk level assigned for the IT position. 
 
(5) Subject to approval of the Contracting Officer, the Contractor may forgo screening of Contrac-
tor personnel for those individuals who have proof of a - 

 
(i) Current or recent national security clearances (within last three years); 
 
(ii) Screening conducted by NASA within the last three years that meets or exceeds the 
screening requirements of the IT position; or 
 
(iii) Screening conducted by the Contractor, within the last three years, that is equivalent 
to the NASA personnel screening procedures as approved by the Contracting Officer and 
concurred on by the CCS. 

 
(d) The Contracting Officer may waive the requirements of paragraphs (b) and (c) (1) through (c) (3) upon 
request of the Contractor. The Contractor shall provide all relevant information requested by the Contract-
ing Officer to support the waiver request.  
 
(e) The Contractor shall contact the Contracting Officer for any documents, information, or forms neces-
sary to comply with the requirements of this clause. 
 
(f) At the completion of the contract, the contractor shall return all NASA information and IT resources 
provided to the contractor during the performance of the contract and certify that all NASA information has 
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been purged from contractor-owned systems used in the performance of the contract. 
 
(g) The Contractor shall insert this clause, including this paragraph (g), in all subcontracts: 

 
(1) Have physical or electronic access to NASA's computer systems, networks, or IT infrastruc-
ture; or 
 
(2) Use information systems to generate, store, process, or exchange data with NASA or on behalf 
of NASA, regardless of whether the data resides on a NASA or a contractor's information system. 

 
(End of clause) 
 
1852.215-84 Ombudsman. (OCT 2003)  
 

(a) An ombudsman has been appointed to hear and facilitate the resolution of concerns from offerors, po-
tential offerors, and contractors during the preaward and postaward phases of this acquisition. When 
requested, the ombudsman will maintain strict confidentiality as to the source of the concern. The existence 
of the ombudsman is not to diminish the authority of the contracting officer, the Source Evaluation Board, 
or the selection official. Further, the ombudsman does not participate in the evaluation of proposals, the 
source selection process, or the adjudication of formal contract disputes. Therefore, before consulting with 
an ombudsman, interested parties must first address their concerns, issues, disagreements, and/or recom-
mendations to the contracting officer for resolution. 
 
(b) If resolution cannot be made by the contracting officer, interested parties may contact the installation 
ombudsman, Rebecca S. Dubuisson, NASA Shared Services Center,  
rebecca.s.dubuisson@nasa.gov.  Concerns, issues, disagreements, and recommendations which cannot be 
resolved at the installation may be referred to the NASA ombudsman, James A. Balinskas, the Director of 
the Contract Management Division, at 202-358-0445, facsimile 202-358-3083, e-mail 
james.a.balinskas@nasa.gov . Please do not contact the ombudsman to request copies of the solicitation, 
verify offer due date, or clarify technical requirements. Such inquiries shall be directed to the Contracting 
Officer or as specified elsewhere in this document. 

 
(End of clause) 
 
1852.219-76 NASA 8 Percent Goal. (JUL 1997)  
 

(a) Definitions. 
 
"Historically Black Colleges or University," as used in this clause, means an institution determined by the Secretary 
of Education to meet the requirements of 34 CFR Section 608.2. The term also includes any nonprofit research 
institution that was an integral part of such a college or university before November 14, 1986.  
 
"Minority institutions," as used in this clause, means an institution of higher education meeting the requirements of 
section 1046(3) of the Higher Education Act of 1965 (20 U.S.C. 1135d-5(3)) which for the purposes of this clause 
includes a Hispanic-serving institution of higher education as defined in section 316(b)(1) of the Act (20 U.S.C. 
1059c(b)(1)). 
 
"Small disadvantaged business concern," as used in this clause, means a small business concern that (1) is at least 51 
percent unconditionally owned by one or more individuals who are both socially and economically disadvantaged, 
or a publicly owned business having at least 51 percent of its stock unconditionally owned by one or more socially 
and economically disadvantaged individuals, and (2) has its management and daily business controlled by one or 
more such individuals. This term also means a small business concern that is at least 51 percent unconditionally 
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owned by an economically disadvantaged Indian tribe or Native Hawaiian Organization, or a publicly owned 
business having at least 51 percent of its stock unconditionally owned by one or more of these entities, which has its 
management and daily business controlled by members of an economically disadvantaged Indian tribe or Native 
Hawaiian Organization, and which meets the requirements of 13 CFR 124. 
 
"Women-owned small business concern," as used in this clause, means a small business concern (1) which is at least 
51 percent owned by one or more women or, in the case of any publicly owned business, at least 51 percent of the 
stock of which is owned by one or more women, and (2) whose management and daily business operations are 
controlled by one or more women. 

 
(b) The NASA Administrator is required by statute to establish annually a goal to make available to small 
disadvantaged business concerns, Historically Black Colleges and Universities, minority institutions, and 
women-owned small business concerns, at least 8 percent of NASA's procurement dollars under prime con-
tracts or subcontracts awarded in support of authorized programs, including the space station by the time 
operational status is obtained.  
 
(c) The contractor hereby agrees to assist NASA in achieving this goal by using its best efforts to award 
subcontracts to such entities to the fullest extent consistent with efficient contract performance. 
 
(d) Contractors acting in good faith may rely on written representations by their subcontractors regarding 
their status as small disadvantaged business concerns, Historically Black Colleges and Universities, minori-
ty institutions, and women-owned small business concerns. 

 
(End of clause) 
 
1852.219-82 Limitation on Subcontracting - STTR Program. (OCT 2006)  
 
1852.219-84 Limitation of the Principal Investigator - STTR Program. (OCT 2006)  
 
(a) The primary employment of the principal investigator (PI) identified in paragraph (b) of this clause is with the 
small business concern (SBC)/Contractor or the research institution (RI). Primary employment means that more than 
one-half of the principal investigator's time is spent in the employ of the SBC/Contractor or RI. 
(b) The PI is considered to be key personnel in the performance of this contract. The SBC/Contractor, whether or not 
the employer of the PI, shall exercise primary management direction and control over the PI and be overall respon-
sible for the PI's performance under this contract Deviations from these requirements must be approved in advance 
and in writing by the Contracting Officer and are not subject to a change in the firm-fixed price of the contract. The 
PI for this contract is [insert name]. 
 
(End of clause) 
 
1852.219-85 Conditions for Final Payment - SBIR and STTR Contracts. (OCT 2006)  
 
1852.235-70 Center for AeroSpace Information. (DEC 2006)  
 
1852.237-72 Access to Sensitive Information.  (JUN 2005)  
 

(a) As used in this clause, ``sensitive information'' refers to information that a contractor has developed at 
private expense, or that the Government has generated that qualifies for an exception to the Freedom of In-
formation Act, which is not currently in the public domain, and which may embody trade secrets or 
commercial or financial information, and which may be sensitive or privileged. 
 
(b) To assist NASA in accomplishing management activities and administrative functions, the Contractor 
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shall provide the services specified elsewhere in this contract. 
 
(c) If performing this contract entails access to sensitive information, as defined above, the Contractor 
agrees to-- 

 
(1) Utilize any sensitive information coming into its possession only for the purposes of perform-
ing the services specified in this contract, and not to improve its own competitive position in 
another procurement. 
 
(2) Safeguard sensitive information coming into its possession from unauthorized use and disclo-
sure. 
 
(3) Allow access to sensitive information only to those employees that need it to perform services 
under this contract. 
 
(4) Preclude access and disclosure of sensitive information to persons and entities outside of the 
Contractor's organization. 

 
(5) Train employees who may require access to sensitive information about their obligations to utilize it on-
ly to perform the services specified in this contract and to safeguard it from unauthorized use and 
disclosure. 
 
(6) Obtain a written affirmation from each employee that he/she has received and will comply with training 
on the authorized uses and mandatory protections of sensitive information needed in performing this con-
tract. 
 
(7) Administer a monitoring process to ensure that employees comply with all reasonable security proce-
dures, report any breaches to the Contracting Officer, and implement any necessary corrective actions. 
 
(d) The Contractor will comply with all procedures and obligations specified in its Organizational Conflicts 
of Interest Avoidance Plan, which this contract incorporates as a compliance document. 
 
(e) The nature of the work on this contract may subject the Contractor and its employees to a variety of 
laws and regulations relating to ethics, conflicts of interest, corruption, and other criminal or civil matters 
relating to the award and administration of government contracts. Recognizing that this contract establishes 
a high standard of accountability and trust, the Government will carefully review the Contractor's perfor-
mance in relation to the mandates and restrictions found in these laws and regulations. Unauthorized uses 
or disclosures of sensitive information may result in termination of this contract for default, or in debarment 
of the Contractor for serious misconduct affecting present responsibility as a government contractor. 
 
(f) The Contractor shall include the substance of this clause, including this paragraph (f), suitably modified 
to reflect the relationship of the parties, in all subcontracts that may involve access to sensitive information 

 
(End of clause) 
 
1852.237-73 Release of Sensitive Information. (JUN 2005)  
 

(a) As used in this clause, "Sensitive information" refers to information, not currently in the public domain, 
that the Contractor has developed at private expense, that may embody trade secrets or commercial or fi-
nancial information, and that may be sensitive or privileged.  
 
(b) In accomplishing management activities and administrative functions, NASA relies heavily on the sup-
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port of various service providers. To support NASA activities and functions, these service providers, as 
well as their subcontractors and their individual employees, may need access to sensitive information sub-
mitted by the Contractor under this contract. By submitting this proposal or performing this contract, the 
Contractor agrees that NASA may release to its service providers, their subcontractors, and their individual 
employees, sensitive information submitted during the course of this procurement, subject to the enume-
rated protections mandated by the clause at 1852.237-72, Access to Sensitive Information. 
 
(c) (1) The Contractor shall identify any sensitive information submitted in support of this proposal or in 
performing this contract. For purposes of identifying sensitive information, the Contractor may, in addition 
to any other notice or legend otherwise required, use a notice similar to the following: 

 
Mark the title page with the following legend: 
 

This proposal or document includes sensitive information that NASA shall not disclose outside the Agency 
and its service providers that support management activities and administrative functions. To gain access to 
this sensitive information, a service provider's contract must contain the clause at NFS 1852.237-72, Access 
to Sensitive Information. Consistent with this clause, the service provider shall not duplicate, use, or dis-
close the information in whole or in part for any purpose other than to perform the services specified in its 
contract. This restriction does not limit the Government's right to use this information if it is obtained from 
another source without restriction. The information subject to this restriction is contained in pages [insert 
page numbers or other identification of pages]. Mark each page of sensitive information the Contractor 
wishes to restrict with the following legend: 

 
Use or disclosure of sensitive information contained on this page is subject to the restriction on the title page of this 
proposal or document. 

 
(2) The Contracting Officer shall evaluate the facts supporting any claim that particular informa-
tion is "sensitive." This evaluation shall consider the time and resources necessary to protect the 
information in accordance with the detailed safeguards mandated by the clause at 1852.237-72, 
Access to Sensitive Information. However, unless the Contracting Officer decides, with the advice 
of Center counsel, that reasonable grounds exist to challenge the Contractor's claim that particular 
information is sensitive, NASA and its service providers and their employees shall comply with all 
of the safeguards contained in paragraph (d) of this clause. 

 
(d) To receive access to sensitive information needed to assist NASA in accomplishing management activi-
ties and administrative functions, the service provider must be operating under a contract that contains the 
clause at 1852.237-72, Access to Sensitive Information. This clause obligates the service provider to do the 
following: 

 
(1) Comply with all specified procedures and obligations, including the Organizational Conflicts 
of Interest Avoidance Plan, which the contract has incorporated as a compliance document. 
 
(2) Utilize any sensitive information coming into its possession only for the purpose of performing 
the services specified in its contract. 
 
(3) Safeguard sensitive information coming into its possession from unauthorized use and disclo-
sure. 
 
(4) Allow access to sensitive information only to those employees that need it to perform services 
under its contract.  
 
(5) Preclude access and disclosure of sensitive information to persons and entities outside of the 
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service provider's organization. 
 
(6) Train employees who may require access to sensitive information about their obligations to 
utilize it only to perform the services specified in its contract and to safeguard it from unautho-
rized use and disclosure.  
 
(7) Obtain a written affirmation from each employee that he/she has received and will comply 
with training on the authorized uses and mandatory protections of sensitive information needed in 
performing this contract. 
 
(8) Administer a monitoring process to ensure that employees comply with all reasonable security 
procedures, report any breaches to the Contracting Officer, and implement any necessary correc-
tive actions. 

 
(e) When the service provider will have primary responsibility for operating an information technology sys-
tem for NASA that contains sensitive information, the service provider's contract shall include the clause at 
1852.204-76, Security Requirements for Unclassified Information Technology Resources. The Security 
Requirements clause requires the service provider to implement an Information Technology Security Plan 
to protect information processed, stored, or transmitted from unauthorized access, alteration, disclosure, or 
use. Service provider personnel requiring privileged access or limited privileged access to these informa-
tion technology systems are subject to screening using the standard National Agency Check (NAC) forms 
appropriate to the level of risk for adverse impact to NASA missions. The Contracting Officer may allow 
the service provider to conduct its own screening,  provided the service provider employs substantially 
equivalent screening procedures. 
 
(f) This clause does not affect NASA's responsibilities under the Freedom of Information Act. 
 
(g) The Contractor shall insert this clause, including this paragraph (g), suitably modified to reflect the rela-
tionship of the parties, in all subcontracts that may require the furnishing of sensitive information.  

 
(End of clause) 
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